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In consideration of being authorized by King Saud
University (hereinafter referred to as “KSU”) to use and
access KSU’s network, computing and communications
facilities and resources (hereinafter referred to as “KSU
facilities and resources”), | hereby agree to comply with
all conditions set forth in paragraphs (1) through (14)
below:

agew ol deoln 8 go JAugall i aily I1A)
wady o JA pladiwlg deola)l d4ub JI Jgogly
.2Jlg.oJlg wllaill gsljog Luwlall

lasle yngniodl g pill Groa Gle I ULL gslgl Uls
i 0a Lo (IE) 6 p0all JI (1) 6 400l 6

1. Use of and access of KSU facilities and resources is

provided, initially and thereafter, only for KSU
business and authorized purposes in connection
with KSU business.
I will use or access KSU facilities and resource in
accordance with authorized use, in ways that are
cost effective and in KSU’s best interest and at all
times, in an ethical and legitimate manner. | will not
attempt to use or access KSU facilities and
resources or data that | have not been authorized
to use or access.

dcoly §slyog ajlgo pladiwlg Jongl Jusgi oi .l
agcw ElloJldcola Jlocl Jal o héé agerw elloll
Lol JlocU §lei Loas Loy @ pnoJl Wlaallg
(69g @3 lgog agciu Elloll deola Gél o maiiwlu
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9i 2JlgoJlg 2gc1u Elloll deoln Gdlpo JI Joagl ol
oyl Jgingll gilaolaAiwl J & ad rod LUl byl

2. When a password or authentication code/device is
assigned to me, | will use it only for authorized uses.
| will take the utmost diligence to safeguard my
password or authentication codes/devices. | will
change the password and select it as per KSU’s
Password Policy, so that it is not easily guessed. |
will not share, write down, electronically store
(without strong encryption), or otherwise disclose
the password, authentication code, or any other
device associated with any user ID assigned to me.
| will take precautions to ensure that no other
person makes use of any KSU facilities and
resources with any of my wuser IDs and
authentication codes/devices. If | become aware of,
or suspect, a compromise of my password or
authentication codes/devices, | will immediately
notify Risks and Information Security Department.

. ) jlaa gl/ @8alno joj gl Jgo Gods yuuciaic ¢
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(593 4101100 ygay) Lig Al o jal ol (ui&l gf &yl )
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3. lacknowledge that all data stored on or originating o
from, and all communications transmitted or 69 lmaljal pd Ul gl djaodl wbll groa U sl .
received using, KSU facilities and resources are olioll gl dluwoll wULAiUl &Loag «@Aagodl
considered the property of KSU, and that | have no (“lo yuici lmajlgog agruw Ellodl deola §élpog
expectation of privacy in them (in case of security laws dungns &8qil U Gilg «agriw Elloll deoln)
incident  investigation such as  forensic [ijg@mmbm|ugbbgw| éJla ,8)
investigation). | also acknowledge that access to the ng.auu.u elloJl deola 89|}D O nggJI ol Gagi JQ|
K.SU facilities and resourc.es i§ logged and here.by ole §lgl Jam Ungosg «alyauwii iy @ajlgog
give cons.ent. to KSU mo.nlto!'mg and/or reviewing ol drola 46 1 llnill 6aalito alel gi/ g 6ubl 1o
communications at any time in order to assure that ] . - e
such use or access is in compliance with these of plaabwllaa ol yo aéu.U usggl °9 g
conditions. | acknowledge that KSU may utilize an -bgpidliodn go golgly Jg:agJ!
email firewall for the purposes of message abuse @loa Jlan PaAiuli 28 agew c}-LOJ' dcola yU yel
prevention and the use of improper or abusive ac) plaaiwl 6.lwl glo yalel (g st ay U
language may result in communications being gl Juaill yAan JI §a8s 28 dlwo of &Il e
blocked or otherwise delayed. .0 1Al

4. | will ensure that KSU information in any form is ‘-5L{ e dLOJI @la_ umglm CULO:‘ U'O'DLLU )
safeguarded. | will not copy, or distribute to other, aal U &2jg3 ol euuly rogsl ol . JEL Il o JAub
any KSU information except as authorized. | will not ¢jnoga L° ‘U*U-”JU 9Ly ‘éu‘wl acola '-’L"Qlf-"
upload, publish, transmit or otherwise disclose any gl @ gl Juwyl gl yus gl ol ogdl J .oy
information concerning KSU, its operations and lilldocg agcw élodl dcola yadi doglco
activities, on or through non-KSU networks without elloll dcoln) dcil pué oldub (e laiiiiig
prior approval by authorized KSU management. oJlall yo ddéuuo ddslgo e Jonnall yga ageiu

.agc1u Ellodl dcola) 6a0dcoll

5. | pledge not to publish or share any information or wlly gi wlogleo §i @4 jlilo gi it pacy amcii .

data that is prohibited or violates the laws and
regulations in force within Saudi Arabia. | also
pledge not to publish any confidential document or
disclose any confidential information, whether
physical, verbal, electronic, or otherwise, even after
the end of my term of service.

| hereby acknowledge that | have read and
understood the terms and conditions as provided,
and | agree to the terms, | am fully aware that
violating the regulations may result in legal
penalties as stipulated in the anti-cybercrime law
and penal law on dissemination and disclosure of
classified information and documents.

lou Jgoroll adlgllg dolAiil dallho gi 6900
€lgil go JAib gl duageuul dupell 64 Lood! JAla
duwig Al of duménis gi dualo cIULA clgiu ¢ilA Jlitoll
cLél gl dy pu ddyig sl pivpacsaaciiles, lapig
.02 elaill acy gJg Gy dogleo i

wlaagillg adlgll a8lA (Lo cuclini a8 (il 48l o4
pacg lay PUNL aacily glidl 1Aa) dokAioll
Lo jlo acy Jlysll1aa yl pamslg 8 1A i cual la jolaj
ol i pioll (udlgcll 494 aungos Joalig lgils ()
68 lale yagnio ga o4 hylgall oaal dlaiil si
algéc plAig dwilogleodl milyall dadlho olAj
Lajliiélg éy juul cilogle oJlg Giligll il
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6. | will respect and_ observe the cu'stoms',, trad_itions i4Llooll oulgdg aliig wiale oeljig ool .
and laws of the Kingdom of Saudi Arabia. | will not } . L . .
use KSU facilities and resources to access any wb DJI,,QJOQ, ‘,‘{9'“ PMIUJ el ol
computer data or computer site, or send or O{MU|ngbJﬂ|gC{UL§J QIL’JI}JQDQUDQL"UM!
knowingly receive any electronic transmission that Jlwy gl pliwl gl \JLLL{J! 9l JJg'u"éJ' €590 gl
contains,  pornographic, extremist/militancy, :alogleo e §gini laily el cuis 13] dugisl
indecent, abusive, defamatory, threatening, illegal, ol duuo gof a8l je awili / adyhio &uall
or culturally offensive materials. | will not use KSU dusldj algo gl duigild it of 622m0 gl dyumiil
facilities and resources to access other company &lloJl dcola ajlgog @éljo adiwi ¢J .diluuo
devices and communications facilities and déljog sl 64l 6jaal JI Jogngl agriw
resources illegally or unauthorized or for the W e pao e gl Jgild ué JAuiu ajlgelig caUlaill
p.urpose of hac.kmg,. |ntent|or.1ally distributing ol 20c g Glwgudll Jéi gl dinydll Ayt gi
viruses or other disruptive behavior. . o

Jaluai doluw

7. | will not use KSU facilities and resources for agcw Elloll dcoly ajlgog §slpo ariwl ol
unauthorized access to, interference with or :g0 §l Al g paodl Jid Jgngl)
disruption of any software, data, hardware or daliodl AUl gi 6janllg cwllwlg clno jul
system available through KSU facilities and .29cw ElloJl dcola a)lgog gdl o JUA yo
resources. | will use procedures that are standard leJgud oj Ul gl 620icodl clelyall padiwly -
within, or otherwise approved and authorized by &loJ ,gg_r_u:; ol dcola Jud 1o ey @ pnollg
KSU, to prevent the transfer of viruses or other aJlg09 §9l10J 6 1020l joo I gi ciliwg juéll Jéi
destructive code to KSU facilities and resources. .2gcw ¢llodl deola

8. In the course of my use of KSU facilities and ) L
resources, | will not connect or use any channel of agcuu Elloll u_mla aJlgog ‘Q‘C{IJ” rola Akl 618 "9 )
communication not authorized in compliance with He Jlail olis gl fo.bjj""JI 9l Jlaily rogsl o) U
KSU policy and guidelines. For any situation in ol dreola wialiylg duwlnd 699 Loy epno
which | am uncertain of what behavior is expected Lot wollnoll Wil ga Lo rodei U ¢k 1alg .agew
of me in regard to using or accessing KSU facilities dcola ajlgog @sljo JI Janngll gf plaAiwl Glciy
and resources, | will contact the concerned oo Guicoll Gylall g0 Jwolgil ogélw ol
department within KSU. .dcolall

9. | hereby release and agree to hold harmless KSU o0 2gcw Ellolldcoln) jpa gladg Lo gdlglia Ul .

from any loss of or damage to my data and
information arising out of my use of or reliance or
KSU facilities and resources or any material on or
sent through the KSU facilities and resources.

o @alal wlogleolly bl @l of &jluth caun
aJlgog @8lyoy déleioll gi poladiwl e 6jaLall
JUA o laJuu )l pj algo gi ol agcuw ElloJl deola

.Gcolallajlgog gl o
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10. | hereby agree to:

e Hold the Confidential Information received
from KSU in strict confidence and shall
exercise a reasonable degree of care to
prevent disclosure to others;

e Not disclose or divulge either directly or
indirectly the Confidential Information to
others unless first authorized to do so by
KSU management.

e Not reproduce the Confidential Information
nor use this information commercially or for
any purpose other than the performance of
my duties for KSU.

e Upon the request or upon termination of
my relationship with KSU, deliver to KSU any
drawings, notes, documents, equipment,
and materials received from KSU or
originating from its activities for KSU, and |
will also commit to the secure deletion of
King Saud University data.

Confidential Information: Highly sensitive or valuable
information shared with me on a “Need to Know” basis
that pertains in any way to customers, employees and
financial programs or strategies, whether it was initially
owned by or developed by KSU, both proprietary and
personal. Confidential information also means all the
information that the KSU discloses to me that referred
to in the context of this Agreement as confidential.

il lo Gl @olgi ..

ol deoln) duyull cilogleolu Klaiall o
g0 aJgibo daja alajlg dol ayyuy a9y
AU @cliisl giod dulicl

Jwlo JAdiy &y pull alogleoll cLiidl oac @
il Py @J o gyall juilo e gl
2910 Ellodl dcola 6 lal Jud o Vgl Ay

of dyyul cilogleoll glil 6alcl ac e
uost Sl gl hylad wlogleoll 0im olaAiwl
291w ElloJl eola 8 (ilalg clai G4y

dcola go IBIe claill aic of Llin)l aic o
ol loguu \gi 6alcl ogdi g Elloll
a0 Clolw algog ¢ilacog §iligg cilAnllo
laiuinl oo LU g agew ¢llodl dcola
drola b ol WAL ojUl ladg
.agc1u ElloJl

Gotd gl dulel duwlin cilogleo :duyudl cilogleoll
UIg "68 1o oJl JI dalall” yuliwi (e o LaiA jhilo il
kahgollg gatdiuoely JBwll go JAw gl §leil
ol 44gloo cUlA aulodl cladlyiwll o awlylg
A Lo cWUlA clguu agery Eldodl dcola Jué o 6jghho
. 6w A gl

aunéj LUl cilogle ol @roa LAl &y pul cilogleoll ics
0ia gl (8 lal jliy (Ulg J agcw cllolldcolalaic
.64 1w cilogleo el Le duslaiul

11.1 hereby acknowledge that | have read KSU
Acceptable Use Policy, and | must comply with the
policy as stated.

dwluy @iy 18 Ul @slaill oda agoy JSi I
agcuw Ellodl dcolay Joanild Jouboll plaAiwll
.43 Lo duwbuudl oamy o jiUl i waaug

12.1 hereby acknowledge that any violations of the
above paragraphs (1) through (11) terms and
conditions herein may result in loss of my
authorization to access KSU facilities and resources,
termination of any other privileges granted to me
by KSU, legal action in any jurisdiction, termination
of my employment, or other measures as deemed
appropriate by KSU.

a0 Gl planlly g pitl) clblaiil g i laay 481 .Ir

ual ylabd JI §2§228 (1) JI (1) 0466 o ollei culydall

elavlg g Ellodl dcola ajlgog §sl o J Jgngll

Elloll deola 18 o o caio Al wljliol i

gi o)l clail Jgild clyal @y iwg agow
2901w allodl dcola Jud oo duwlio § Al clelyal
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13.

| hereby consent to KSU processing and/or
transferring any personal data, including sensitive
personal data, legitimately collected in the course
of my use of KSU facilities and resources. |
acknowledge and understand that personal data
may be stored or transferred within the Kingdom of
Saudi Arabia.

& agew Elloll dcola (U Jaa wagos @slgl I

bl @3 (8 Loy Buniud ably gl Jéig dalleo
69 (I9ild JAriy lar o ol ULl dunddl
Ul .agcw ellodl deola ajlgog @8l 1o olaAiwl 6 4is
ol Lau jAJ ol 28 dunAdul bl o paslg & jai

.8yagcul dy yell 4 Lol JAla lalds

14.

| acknowledge my commitment to implement
cybersecurity requirements according to the
cybersecurity policies, procedures, and operations
of King Saud University.

laag il golll wldinio Guinly (ol Ul 48l .
deola) (Il ool wlllocg alelyalg calwlu
.agc1u ElloJl
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ACKNOWLEDGEMENT: :Jel
| HAVE READ AND ACCEPT THE KSU Cyber Security deolay Il ol ool duslail (e dslgig cuiyd ad)
AGREEMENT. .29 ElloJl
Employee Name: whgoll ouwl
Employee Mobile s -
ploy i :@lhgoll Jlga mdy
Number:
Employee ID: :couhgll o i
Department Name: :6Jla Ul ouwl
Date (DD/MM/YYYY): gyl
Signature: :&19q Ul

:dAhallo

@QIJ.og.ag.r_x.udLLoJIdLola_dé.g.ﬁb(,JlrmmJgja\_LgénngcLLoJld.Lolgg?bbgo@mkué(}o&.géLéjﬂloia@gégijg
loJl decola ajlgog Gslyo JI Jangll §a pasioell adoei U dusdlaill oaa «&Ui &og .2Jlgollg wlilnillg wuulall
&lloJl 6cola ajlgog @9lyo Jl Jangl Jg ol GodAg oaiaioe oaul uddn) 6alicodl Wlelyall Wil oule Lny (ageiw

.91

NOTE:

This agreement shall be signed by all KSU employees prior to grant access to KSU’s network, computing and
communication facilities and resources. However, this agreement does not grant the user access to KSU’s facilities
and resources, he/she must follow normal procedure for requesting User IDs and passwords to access KSU’
facilities and resources.
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