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In consideration of being authorized by King Saud 
University (hereinafter referred to as “KSU”) to use and 
access KSU’s network, computing and communications 
facilities and resources (hereinafter referred to as “KSU 
facilities and resources”), I hereby agree to comply with 
all conditions set forth in paragraphs (1) through (14) 
below: 
 

  

 

1. Use of and access of KSU facilities and resources is 
provided, initially and thereafter, only for KSU 
business and authorized purposes in connection 
with KSU business. 
I will use or access KSU facilities and resource in 
accordance with authorized use, in ways that are 
cost effective and in KSU’s best interest and at all 
times, in an ethical and legitimate manner. I will not 
attempt to use or access KSU facilities and 
resources or data that I have not been authorized 
to use or access. 
 

 

 

 

2. When a password or authentication code/device is 
assigned to me, I will use it only for authorized uses. 
I will take the utmost diligence to safeguard my 
password or authentication codes/devices. I will 
change the password and select it as per KSU’s 
Password Policy, so that it is not easily guessed. I 
will not share, write down, electronically store 
(without strong encryption), or otherwise disclose 
the password, authentication code, or any other 
device associated with any user ID assigned to me. 
I will take precautions to ensure that no other 
person makes use of any KSU facilities and 
resources with any of my user IDs and 
authentication codes/devices. If I become aware of, 
or suspect, a compromise of my password or 
authentication codes/devices, I will immediately 
notify Risks and Information Security Department. 
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3. I acknowledge that all data stored on or originating 
from, and all communications transmitted or 
received using, KSU facilities and resources are 
considered the property of KSU, and that I have no 
expectation of privacy in them (in case of security 
incident investigation such as forensic 
investigation). I also acknowledge that access to the 
KSU facilities and resources is logged and hereby 
give consent to KSU monitoring and/or reviewing 
communications at any time in order to assure that 
such use or access is in compliance with these 
conditions. I acknowledge that KSU may utilize an 
email firewall for the purposes of message abuse 
prevention and the use of improper or abusive 
language may result in communications being 
blocked or otherwise delayed. 

 

 

 

 

 

4. I will ensure that KSU information in any form is 
safeguarded. I will not copy, or distribute to other, 
any KSU information except as authorized. I will not 
upload, publish, transmit or otherwise disclose any 
information concerning KSU, its operations and 
activities, on or through non-KSU networks without 
prior approval by authorized KSU management. 
 

 

 
 

 

 

5. I pledge not to publish or share any information or 
data that is prohibited or violates the laws and 
regulations in force within Saudi Arabia. I also 
pledge not to publish any confidential document or 
disclose any confidential information, whether 
physical, verbal, electronic, or otherwise, even after 
the end of my term of service. 
I hereby acknowledge that I have read and 
understood the terms and conditions as provided, 
and I agree to the terms, I am fully aware that 
violating the regulations may result in legal 
penalties as stipulated in the anti-cybercrime law 
and penal law on dissemination and disclosure of 
classified information and documents. 

 

 

 ,

,
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6. I will respect and observe the customs, traditions 
and laws of the Kingdom of Saudi Arabia. I will not 
use KSU facilities and resources to access any 
computer data or computer site, or send or 
knowingly receive any electronic transmission that 
contains, pornographic, extremist/militancy, 
indecent, abusive, defamatory, threatening, illegal, 
or culturally offensive materials. I will not use KSU 
facilities and resources to access other company 
devices and communications facilities and 
resources illegally or unauthorized or for the 
purpose of hacking, intentionally distributing 
viruses or other disruptive behavior. 
 

 

 

 

 

7. I will not use KSU facilities and resources for 
unauthorized access to, interference with or 
disruption of any software, data, hardware or 
system available through KSU facilities and 
resources. I will use procedures that are standard 
within, or otherwise approved and authorized by 
KSU, to prevent the transfer of viruses or other 
destructive code to KSU facilities and resources. 
 

 

 

 

 

 

 

 

 

8. In the course of my use of KSU facilities and 
resources, I will not connect or use any channel of 
communication not authorized in compliance with 
KSU policy and guidelines. For any situation in 
which I am uncertain of what behavior is expected 
of me in regard to using or accessing KSU facilities 
and resources, I will contact the concerned 
department within KSU. 
 

 

 

9. I hereby release and agree to hold harmless KSU 
from any loss of or damage to my data and 
information arising out of my use of or reliance or 
KSU facilities and resources or any material on or 
sent through the KSU facilities and resources. 
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10. I hereby agree to: 

• Hold the Confidential Information received 
from KSU in strict confidence and shall 
exercise a reasonable degree of care to 
prevent disclosure to others;  

• Not disclose or divulge either directly or 
indirectly the Confidential Information to 
others unless first authorized to do so by 
KSU management. 

• Not reproduce the Confidential Information 
nor use this information commercially or for 
any purpose other than the performance of 
my duties for KSU. 

• Upon the request or upon termination of 
my relationship with KSU, deliver to KSU any 
drawings, notes, documents, equipment, 
and materials received from KSU or 
originating from its activities for KSU, and I 
will also commit to the secure deletion of 
King Saud University data. 

Confidential Information: Highly sensitive or valuable 
information shared with me on a “Need to Know” basis 
that pertains in any way to customers, employees and 
financial programs or strategies, whether it was initially 
owned by or developed by KSU, both proprietary and 
personal. Confidential information also means all the 
information that the KSU discloses to me that referred 
to in the context of this Agreement as confidential. 

 

  

• 

. 

• 

. 

• 

. 

• 

 

. 

.

11. I hereby acknowledge that I have read KSU 
Acceptable Use Policy, and I must comply with the 
policy as stated. 

 

 

 

12. I hereby acknowledge that any violations of the 
above paragraphs (1) through (11) terms and 
conditions herein may result in loss of my 
authorization to access KSU facilities and resources, 
termination of any other privileges granted to me 
by KSU, legal action in any jurisdiction, termination 
of my employment, or other measures as deemed 
appropriate by KSU. 
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13. I hereby consent to KSU processing and/or 
transferring any personal data, including sensitive 
personal data, legitimately collected in the course 
of my use of KSU facilities and resources. I 
acknowledge and understand that personal data 
may be stored or transferred within the Kingdom of 
Saudi Arabia. 

 

 

 

14. I acknowledge my commitment to implement 
cybersecurity requirements according to the 
cybersecurity policies, procedures, and operations 
of King Saud University. 
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ACKNOWLEDGEMENT: 
I HAVE READ AND ACCEPT THE KSU Cyber Security 
AGREEMENT. 

 

 

Employee Name:     

Employee Mobile 
Number: 

    

Employee ID:     

Department Name:     

Date (DD/MM/YYYY):     

Signature:     

 

. 

 

NOTE: 

This agreement shall be signed by all KSU employees prior to grant access to KSU’s network, computing and 

communication facilities and resources. However, this agreement does not grant the user access to KSU’s facilities 

and resources, he/she must follow normal procedure for requesting User IDs and passwords to access KSU’ 

facilities and resources. 


