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Details:   

Purpose: 

Main purpose of this Web 
Service Agreement (WSA), is to 
record the acknowledgement of 
departments not part of e-
Transaction & Communication 
(ETC), who shall use KSU Web 
Service for user authentication 
in their applications. 
It is written legal agreement 
between ……………….… and 
ETC. 

 

 

 

Requirement: 

This agreement MUST be 
signed by head of the 
Department or relevant 
authorities, who shall use KSU 
web service for their 
applications hosted in KSU-DC. 

 

 

 

Compliance Agreement:   

I hereby acknowledge that it is my and my 
colleagues’ responsibility to comply with this 
agreement, including below safeguards: 
 
I MUST Confirm that: 
 

• Application must be integrated with KSU 
web service for authentication, and must 
not save password inside application 
database. 

• Web service provided by KSU for 
authentication, shall not be shared with 
third parties. 

• Applications must not use their local 
database for authentication 

 

 

• 

 

• 
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Consequences of Non-Compliance:   

I understand that non-compliance with this 
agreement will cause for disciplinary action, with 
penalties up to the cost of damages of the hosted 
systems, and all effected systems, in case of data 
breach. 
ETC or a legal body will determine the penalty on 
the responsible entity which may result in and not 
limited to; termination of employment, termination 
of contract, financial penalty and others. 
I further understand that non-compliance may also 
constitute a violation of law and may result in 
criminal and/or civil liabilities for me, my colleagues 
(with relevant positions) and department. 

 

 

I have read the Web Service agreement 
and I agreed: 

 

 

Name:     

Department:     

Position:     

Office Phone:     

Mobile Number:     

Date:     

Signature:     

   


