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In consideration of being authorized by to use and
access KSU'’s network, computing and
communications facilities and resources
(hereinafter referred to as “KSU facilities and
resources”), | hereby agree to comply with all
conditions set forth in paragraphs (1) through (16)
below:
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1- The facilities and resources of KSU may only
be used and accessed for authorized goals
and activities as well as for the university's
official purposes.

e Utilize KSU technical resources in an ethical
and legal as well as cost-effective way in the
university's best interests.

¢ | will not attempt to use or access any of
KSU'’s technical resources or data for which
| do not have authorized permission.
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2- | will use the password, or any authentication
means assigned to me, only for university-
authorized purposes. | will protect my
password and means of authentication from
unauthorized disclosure or access.

¢ | will change my password in accordance
with university policy, ensuring it is strong
and not easily guessed.

e | will not share my password with anyone, or
write it down, or store it electronically
(without strong encryption).

e | will take all necessary precautions to
prevent others from using my account or
access credentials. such as username,
password.

e | am obligated to immediately report any
confirmed or suspected breach of my
password or means of authentication to the
university's Cybersecurity Department.
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3- | hereby acknowledge that all data | store or
input into university systems, all messages or
communications | send or receive, and all
facilities and resources provided by King Saud
University (KSU) are the property of the
university. | am aware that | shouldn't
anticipate having any privacy rights in this
situation, especially if there is a security
breach or official investigation.

e | further acknowledge that all access to the
university's resources and facilities is
recorded, and | hereby consent to the
university monitoring or reviewing my
communications and activities at any time
to ensure compliance with its established
policies and regulations.

e | agree that the University will record and
monitor my activities and e-
communications to ensure that I'm
following its approved policies.

e | also acknowledge that KSA may use
security systems, such as an email firewall,
to prevent the use of inappropriate or
offensive language, which may result in
blocking or delaying communications when
necessary.
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4- | pledge to protect university information and
deal with it strictly in compliance with the
approved and not copy or distribute it. Except
as authorized, | pledge not to publish or
disclose any information related to the
university or its operations on any external
network without obtaining prior official
approval from the General Administration of
Cybersecurity.
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5-

| pledge not to publish or share any
information or data that violates the Kingdom
of Saudi Arabia, laws and regulations by any
means, whether physical, verbal, or electronic.
| acknowledge that this commitment will
remain in effect even after the termination of
my service. | hereby acknowledge that | have
read and am fully aware of all regulations,
directives, and policies relevant to this
document, and | comply with them. |
understand that this declaration is legally
binding, and | accept full responsibility for any
violation, along with its legal consequences, in
accordance with the regulations of the Anti-
Cybercrime Law, the Information Law, and the
Penalties for Publishing and Disclosing
Confidential Documents.
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| fully comply with all applicable laws and

regulations in the Kingdom of Saudi Arabia. |

also pledge to refrain from using the

university's facilities and resources, including

networks, systems, and devices, to access,

process, store, send, or receive any content or

information that the system classifies as

illegal. 1t includes, but is not limited to:

e Pornographic or immoral material.

e Material that promotes intellectual
extremism, terrorism, violence, or hatred.

e Material that includes defamation, slander,
abuse, or threats to others

e any other material that violates the
regulations of the law in the Kingdom of
Saudi Arabia.
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7- ltis strictly prohibited to use university
resources for any of the following activities:

e Attempt unauthorized access to any
systems, data, devices, or networks,
whether belonging to the university or to
any external entity.

e Engage in cyber hacking activities or
attempt to breach information security
procedures.

e spread or transmit malware, such as
viruses and spyware, intentionally or
accidentally

e Engage in any other disruptive behavior
aimed at damaging the technical
infrastructure or disabling its services.

e | will not install, download, or use any
software, applications, or tools on KSU
devices that are not explicitly authorized by
the university's IT department. | will not
attempt to breach any security controls
implemented by the university.

| acknowledge that any breach of these
obligations represents a violation of the
university’s policies and exposes me to
disciplinary and legal accountability. Additionally, |
acknowledge full legal responsibility for any
choices or actions made in compliance with
relevant authorities.
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8- | pledge not to use KSU facilities and
resources in any way for unauthorized access
or to cause damage to KSU software ,data ,
hardware ,or systems .l also pledge to use
only procedures officially approved or
authorized by the university to ensure
protection from any viruses or malicious code
that may affect KSU facilities and resources
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9- | pledge not to contact or use any unauthorized
means or communication channel during my
use of KSU facilities and resources, in
accordance with the university's approved
policies and instruction. If | have any inquiries
about how to use or access university
resources and facilities, | pledge to contact the
relevant department or entity to get prior
instructions before taking any action.
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10-1 hereby acknowledge that | am fully
responsible for taking all necessary action to
prevent any damage to KSU as a result from
the loss or damage of my personal f or
information that may arise from use KSU
facilities and resources, or from sending or
receiving any materials through them. | also
pledge to maintain the integrity of this data
and information to ensure that it does not
compromise the university's systems or
negatively impact its operations or interests.
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11-1 hereby agree to:
Hold the Confidential Information received
from KSU in strict confidence and shall
exercise a reasonable degree of care to
prevent disclosure to others; Not disclose or
divulge either directly or indirectly the
Confidential Information to others unless first
authorized to do so by KSU management.
Not reproduce the Confidential Information
nor use this information commercially or for
any purpose other than the performance of
my duties for KSU. Upon the request or upon
termination of my relationship with KSU,
deliver to KSU any drawings, notes,
documents, equipment, and materials
received from KSU or originating from its
activities for KSU, and | will also commit to
the secure deletion of KSU data. This
commitment includes all information
accessed either during or outside working
hours, or obtained by any means, as long as
it is related to the collaboration with the
university.

Confidential Information: Highly sensitive or
valuable information shared with me on a “Need
to Know” basis that pertains in any way to
customers, employees and financial programs or
strategies, whether it was initially owned by or
developed by KSU, both proprietary and
personal.
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12-1 hereby acknowledge that | have read KSU
Acceptable Use of Assets Policy, and | pledge
to follow its terms and conditions, as stated,
without exception or amendment.
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13-In accordance with the terms and conditions
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rules and regulations.

14. Intellectual Property:
All current and future intellectual property 2y,Sall sl 14
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Party (the University). The Second Party’s S8 by Lzl ol Lol 5o Yy (Ll Bsi 61 (e g2l
signature shall constitute a final and el (o B Adas 438l g Y]
irrevocable waiver of any rights thereto, and
such rights shall not be used or exploited in
any manner except with the prior written
consent of the University.
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compliance with applicable, authorized rules
and guidelines.

16.1 acknowledge and pledge to fully comply with
all cybersecurity requirements according to 8 ibad] a1 lillaze 28180 JalSI1 JLizadly a1y 53716

KSU-approved policies, procedures, and
controls as well as organizational instructions
approved by the relevant authority.
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17.This Agreement has been drawn up in two il e B S Lo s «coialen] (xid o 2uBlas¥l sl cipym .17
original copies, each copy containing the ) o e
Arabic text and the English text, and each Ji> @9 Lezser Joall Lo )b S @lud il ‘:_5)3@?”5‘@)—*-”
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event of a conflict between the Arabic text and @13 Loy miedy (ABlasl sda (e 3gumdll (o,dll 3o Loy yudly 4
the English text, the authenticity of the text will
be equal. In support of the foregoing, this
memorandum was signed on the day and year
indicated in its introduction.
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ACKNOWLEDGEMENT: :y1,3]
| have read and agree to the King Saud University i ) — L
Cybersecurity Agreement. g il enleon el M PLBIE o Gl St )
Employee Name: saBlasll el
Employee Mobile Mosdl <
Number: sl o)
Email: s Ge AT !
Project Name : e il g9 il ol
Department Name: OEPREIPLILR K {
Date (DD/MM/YYYY): gkl
Signature: g

S ! S Aaladl 8,101 2231 5a
Approval of the General Cybersecurity Department

’E)L'i.ll @55'."”
The Date The Signature
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General Cybersecurity Department
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NOTE:

This agreement must be signed by all King Saud University (KSU) employees prior to being granted access to the
University’s network, computing, and communication facilities and resources. However, the signing of this
agreement does not, in itself, confer access rights. Users must still follow the standard procedures for requesting
user IDs and passwords in order to obtain authorized access to KSU’s facilities and resources.
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