ol ol Golel 6 jlayl

Lyl L1, 3 ! ced | A las!

CYBER SECURITY AGREEMENT FOR THIRD PARTY

NON-DISCLOSUER AGREEMENT- cLi¥! puics Zymull s LoLax

dudta
L?l>'|.lJ| ‘almw



agesudlloll e

King Saud University L=

Al ool dolcl 6 lall

With the blessing of Allah, this agreement was made
in Riyadh on (day)........... and on the date.../.../14
AH.../.../20 AD.

1-King Saud university represented by

located in Riyadh P.O. Box: 145111, Riyadh,
telephone no.: 0114670000, fax no.: 0114677580

This should be indicated as the Service Recipient.
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This should be indicated as the Service Provider. "ol pade” s e Legd ) HLAL
Introduction:

According to Service Recipient desire to protect its i

information ,data and internal provisions that are
shared or accessed during the contractual
relationship between the two parties ,in order to
organize this relationship to ensure confidentiality and
protect rights ,the two parties have agreed to
conclude this agreement in accordance with the terms
and conditions listed below:
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First clause: The Agreement's Objective

This agreement aims to protect confidential
information related to the specific project to prevent its
disclosure to any unauthorized party .in any way,

whether directly or indirectly The Service Provider is

responsible for implementing all cybersecurity
requirements according to the policies procedures,

and controls approved by the Service Recipient and in
accordance with the relevant regulations and
instructions.
Project Name:

1. The KSU has the right to:

A. Review usage records and conduct audits of the
Third Parties work and any contractors.

B. Notify the Third Parties in writing at least [10]
working days in advance before any review or
audit.
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The KSU reserves the right to appoint an external
auditing body for accredited reviews according to
standard criteria.
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Second clause: Confidential information

1- means highly sensitive information that is shared
with the Service Provider on a need-to-know
basis, relating to the Service Recipient employees,
financial programs, or strategic plans, whether
initially owned or developed, and confidential
information means all information disclosed by the
Service Recipient to the Service Provider Whether
in written or oral form, or through access to
tangible or intangible items, whether electronically
or otherwise), including but not limited to
documents, business plans, financial analyses,
data, and information that is referred to in the
context of this Agreement as confidential.
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2- The KSU must assess of the data sharing
request and decide if prior processing measures,
such as blocking, anonymization, or aggregation,
are necessary before sharing data with the Third
Parties.
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3- All Third Parties, as well as all personnel working
under their supervision, shall be required to
maintain the confidentiality of Personal Data and
adhere to the principle of professional
confidentiality during any processing activities
carried out within the scope of this Agreement.
Such data shall not be used or disclosed for any
other purpose, whether directly or indirectly,
unless expressly agreed otherwise.
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4- The Third Parties shall promptly notify KSU of
any communications between them and
supervisory authorities in relation to
processing activities. The Third Parties shall
not be entitled to represent KSU or act on its
behalf in any dealings with the competent
regulatory and supervisory authorities
concerning the processing of Personal Data.
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5- The Third Parties shall ensure that all persons
under their supervision and involved in
processing activities enter into Non-Disclosure
Agreements (NDAs). The Third Parties shall also
enter into Non-Disclosure Agreements with any
Sub-Processor engaged and shall ensure that
such Sub-Processor enters into binding Non-
Disclosure Agreements with all of its employees
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or personnel involved in the processing activities,
in accordance with applicable laws, regulations,
and policies.
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6- The Third Parties is prohibited from copying, ) ) ) )
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7- The Third Parties shall ensure that the use of the
data obtained under this Agreement is restricted . - e el AL s T
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Third Parties’ dedicated and encrypted backup Ayl SLL
and recovery operations.

10- The Third Parties shall enable KSU to review the
classification of the project data and verify the igliad Aaz e o0 3ga UL Aasla (St Ayl 31,LY1 a7 .10
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accordance with the applicable policies and L Jgeall dadai¥lg claolandld
regulations.
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11- Any transfer of data outside the Kingdom of
Saudi Arabia for processing purposes shall be
carried out only in full compliance with the
requirements of the National Cybersecurity
Authority, the Personal Data Protection Law, and
the requirements set forth in this Agreement, as
well as the instructions of KSU.
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12- Where KSU requests the rectification or erasure
of Personal Data arising from improper
processing by the Third Parties, the Third Parties
shall act without unjustified delay and complete
the request within no more than thirty (30) days
from the date of receipt of all required information
from KSU.
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13- The Third Parties is bound to ensure that all
electronic data transfer, transmission, or
connection operations are conducted using
secure methods, as far as possible. This includes
using encrypted protocols or their equivalents, in
compliance with guidelines issued by the National
Cybersecurity Authority or PDPL law and other
relevant laws and regulations
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Third clause: Service Provider obligations

1-The Service Provider is obligated to maintain the
confidentiality of all information obtained from the
Service Recipient, whether written, oral, electronic,
or by any other means, and not to disclose it in
any way to any third party, unless the Service
Recipient provides a prior explicit written consent.
This obligation shall be valid even after the
contractual relationship between the two parties
has ended, unless otherwise stated.
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2- Employees or subordinates who need to access
confidential information for evaluation purposes or to
discuss the goals related to this Agreement may not
be granted access by the second party.
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3- The Service Provider must make sure that its
employees who are authorized to access
confidential information obtained from the Service
Recipient have read and signed the NDA.

The Service Provider is also obligated to require
its service providers, if engaged, to ensure that
their services are manage and implement within
the Kingdom of Saudi Arabia.
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4- The Third Parties shall ensure that all of their
employees and personnel under their
management comply with the terms and
conditions of this Agreement, and shall also
ensure that they are informed of all relevant laws,
regulations, and instructions, and shall take all
necessary measures to ensure full compliance
therewith.
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5- Unless the Service Provider has provided prior,
explicit written consent, the Service Provider is
prohibited to copy or reproduce any materials
containing confidential information or data in any
way.
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Forth clause:

Regarding any future inventions that may be derived
from the confidential information or data disclosed
under this Agreement the other party shall not be

granted any rights or licenses.
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Fifth clause:

If any employees or contractors violate confidential
terms, the Service Provider will be responsible for the
violation and any resulting damages.

To prevent any current or potential breach of this
agreement's terms, the Service Provider shall
immediately and formally notify the Service Recipient
to take the necessary precautions. In case of any
breach of the Agreement.
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Sixth clause:

This Agreement shall not be interpreted as an
obligation for the Service Recipient to have any
additional agreements or take any actions other than
what stated in this Agreement.
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Seventh clause: Disputes Settlement

This agreement is governed by Kingdom of Saudi
Arabia regulations, and any disagreement between
the parties about how to interpret or apply any of its
terms will be resolved amicably. otherwise, the Board
of Grievances will be the appropriate judicial authority
to settle the dispute.
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Eighth clause: Validity of the Agreement

This agreement's terms ,as stated above ,will take
effect on the day both parties sign it and will remain in
effect for the period of the project's implementation ,
starting on the date indicated in the agreement.
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Nineth clause: Termination

1- Unless otherwise agreed, all parties’ obligations
under this agreement will be deemed to have ended
at the end of the project implementation period.

2- The contract may be terminated by KSU in the event
that a bankruptcy petition or any similar claim is filed.

3- Upon termination of the Agreement, the Third Parties
shall, without unnecessary delay, remove, mask, or

return:
e All Personal Data Processed on behalf of the
Controller.

e All associated information such as Instructions,
system solutions, descriptions, and other
documents obtained through information exchange
by this Agreement.
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Tenth clause:

Upon the termination or expiration of the Service
Provider relationship with the Service Recipient ,the
Service Provider shall return any materials containing
the information or data disclosed under this
agreement or destroy them securely (secure deletion)
with proof of destruction and written consent from the
Service Recipient.

Furthermore ,the Service Provider must require that
its cloud computing service providers return KSU's
data in a usable format.
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Eleventh clause: Waiver

It is not permitted for the Service Provider to entirely
or partially waive any of its obligations under this
Agreement to a third party without the prior written
consent from the Service Recipient.
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Twelfth clause: Notices and Correspondence

All notices or correspondence between the parties
must be sent to the addresses listed in this agreement
by registered mail, hand delivery, fax, or email; each
party must provide a written acknowledgment of
receipt to the addresses listed in the agreement.
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Thirteenth clause: Reporting of a Cybersecurity

Incident

1- In case there is a cybersecurity incident, data
leak disclosed under this agreement, or any other
incident that requires reporting under the
applicable laws and regulations or policies
approved by King Saud University, the Service
Provider shall notify the Service Recipient
immediately and without any delay, and within
(72) hours.

2- The Service Provider must perform corrective
procedures as determined by the Service
Recipient if possible and within reasonable limits
to reduce any damage resulting from such
unauthorized use or disclosure.

3- The Third Parties shall provide a written
description of the breach, including:
e The nature of the Personal Data Breach,
including the categories and number of
affected Data Subjects and records.

e The impact of the Personal Data Breach.

¢ Measures taken or proposed to mitigate the
potential negative effects of the Personal
Data Breach.

¢ An indemnification clause in favor of KSU for
any damages, costs, or expenses incurred as
a result of the breach.
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Fourteenth clause: Copies of the Agreement

This agreement is available in Arabic and English .
Each party has received a copy of this agreement to
abide by its terms, in case there is a conflict between
the two copies, or they are interpreted differently, both
will be considered and interpreted to achieve the
equal legal purpose of this agreement.
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Service Provider Loiell pude
Date: gy
Entity Name: WSl
Represented by: sz Jioe
Email: : A9 AT !
Mobile Number: sl Jl o3,
Signature: g
Service Recipient Lol Al
Date: sy
Entity Name: EWES]
Represented by: i) Jiee
Signature: 19 ASTH sl
il | ody
]
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NOTICE:

- The applicant must comply with all applicable policies and procedures.
- The competent authority reserves the right to accept or reject the application based on the results of the
assessments and approved criteria.
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National Cybersecurity Authority

compliance@ksu.edu.sa@
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