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In consideration of being authorized by to use and
access KSU’s network, computing and
communications facilities and resources (hereinafter
referred to as “KSU facilities and resources”), | hereby
agree to comply with all conditions set forth in
paragraphs (1) through (16) below:
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1- The facilities and resources of KSU may only be
used and accessed for authorized goals and
activities as well as for the university's official
purposes.

o Utilize KSU technical resources in an ethical and
legal as well as cost-effective way in the
university's best interests.

¢ | will not attempt to use or access any of KSU’s
technical resources or data for which | do not
have authorized permission.
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2- | will use the password, or any authentication
means assigned to me, only for university-
authorized purposes. | will protect my password
and means of authentication from unauthorized
disclosure or access.

e | will change my password in accordance with
university policy, ensuring it is strong and not
easily guessed.

¢ | will not share my password with anyone, or
write it down, or store it electronically (without
strong encryption).

¢ | will take all necessary precautions to prevent
others from using my account or access
credentials. such as username, password.

¢ | am obligated to immediately report any
confirmed or suspected breach of my password
or means of authentication to the university's
Cybersecurity Department.
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3- | hereby acknowledge that all data | store or input
into university systems, all messages or
co?munications I s%ncilj%r rc}a(geiv;, ar(mjduall_ facil_i:ies prazs oz 3ladll 3 LI 3| of Lssins asdl @01 bld) are oL 31 .3
and resources provided by King Saud University e 28la 1 3Byl Lt of Lo 1l syl of Lol
(KSU) are the property of the university. | am lpe9 32le dJ AL Ll 5 L“L”’ & ) Las¥l ol dil]
aware that | shouldn't anticipate having any Lpogiasell aBss ] 3o Yy Analnll Ko uai (39w Ll Anale
privacy 'rights in this sitge_ttio_n, esp_eciglly if there is c ey Guizmd b o gl ol g989 Sl 3 el (Leliy
a security breach or official investigation. Tl 5 fene ibln 1 Jestll obac LSl e
e | further acknowledge that all access to the i Bralall 2lsas 331 d s all Sliles puer 0 3
university's resources and facilities is recorded, GFlasl anl e of 8dlyay asladl pgds (o (e 381919 L limud
and | hereby consent to the university laleally Loy 2l Al ol vy ol 3 gt
monitoring or reviewing my communications Y
and activities at any time to ensure compliance Bueial
with its established_ polic_:ies gnd regulations. FYlaily ala il 4809 Jazends Analll agas of e 38lsly @

e lagree that the_ University will record_ an_d et el Lokl AT (pang Las el sy AT
monitor my activities and e-communications to ] - .
ensure that I'm following its approved policies. Llooll dalasl plusiwly 945 U8 sga cllll dasl> oLy L3 LS @

¢ | also acknowledge that KSA may use security pia o2 g ¢ i ASIYT gl Lo lidl Gylasd ! Hlua Jie
systems, such as an email firewall, to prevent U Lo 1 st a8 Lo L2 T35 w2 olile ol il
the use of inappropriate or offensive language, sk dlgse o ? iant )
which may result in blocking or delaying Azl ces o i Hlat¥l jany A5
communications when necessary.

4- | pledge to protect university information and deal L o ) )
with it strictly in compliance with the approved and ps31 ols A8y Las dalailuos Baslall Sloslan ez Llomy wail .4
nlotdcopy OtrtdiStrik?ll'Jtﬁ it. Ij_xc?pt as aut_h?rizedt,_ [ Gl i ol i admy a0l 4y zian 9o Loy W] Leasied of Lideudy
pledge not to publish or disclose any information | cres f s 3SLs ol e of faelad! it il
related to the university or its operations on any 5 RS "lfL“’ S e slas
external network without obtaining prior official @ld) o3 Zaladl 81531 (10 Adising Aoy Aa815a e
approval from the General Administration of
Cybersecurity.

5- | pledge not to publish or share any information or
data that violates the Kingdom of Saudi Arabia,
laws and regulations by any means, whether 5l Aalail allas Sy of loslas g1 4L 51 45 puns iadl .5

physical, verbal, or electronic. | acknowledge that
this commitment will remain in effect even after the
termination of my service. | hereby acknowledge
that | have read and am fully aware of all
regulations, directives, and policies relevant to this
document, and | comply with them. | understand
that this declaration is legally binding, and | accept
full responsibility for any violation, along with its
legal consequences, in accordance with the
regulations of the Anti-Cybercrime Law, the
Information Law, and the Penalties for Publishing
and Disclosing Confidential Documents.
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6- | fully comply with all applicable laws and
regulations in the Kingdom of Saudi Arabia. | also
pledge to refrain from using the university's
facilities and resources, including networks,
systems, and devices, to access, process, store,
send, or receive any content or information that
the system classifies as illegal. It includes, but is
not limited to:

e Pornographic or immoral material.

e Material that promotes intellectual extremism,
terrorism, violence, or hatred.

e Material that includes defamation, slander,
abuse, or threats to others

e any other material that violates the regulations
of the law in the Kingdom of Saudi Arabia.
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7- ltis strictly prohibited to use university resources
for any of the following activities:

e Attempt unauthorized access to any systems,
data, devices, or networks, whether belonging
to the university or to any external entity.

e Engage in cyber hacking activities or attempt to
breach information security procedures.

e spread or transmit malware, such as viruses
and spyware, intentionally or accidentally

e Engage in any other disruptive behavior aimed
at damaging the technical infrastructure or
disabling its services.

o | will not install, download, or use any software,
applications, or tools on KSU devices that are
not explicitly authorized by the university's IT
department. | will not attempt to breach any
security controls implemented by the
university.

| acknowledge that any breach of these obligations
represents a violation of the university’s policies and
exposes me to disciplinary and legal accountability.
Additionally, | acknowledge full legal responsibility for
any choices or actions made in compliance with
relevant authorities.
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8- | pledge not to use KSU facilities and resources in
any way for unauthorized access or to cause
damage to KSU software ,data ,hardware ,or
systems .1 also pledge to use only procedures
officially approved or authorized by the university
to ensure protection from any viruses or malicious
code that may affect KSU facilities and resources
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9- | pledge not to contact or use any unauthorized Le e pe Jlasl 3L3 of Bl 6T pluseiul of Jlas¥l aany a1l .9
means or communication channel during my use_of L5 L5y 350 ULl Aol 3)l5m9 31,1 loiiol 58 345
KSU facilities and resources, in accordance with o L R
the university's approved policies and instruction. If il gsias pe J> B9 Suaiall Anslall nlaldyly bl
| have any inquiries about how to use or access szl 51509 3310 ] Jssosll of alasialy Blagy Lagd @uledd)
university resources and facilities, | pledge to e Jsmoeld sl § Auial) 3153 ol Al o (Lo lilly s
contact the relevant department or entity to get prior o )
instructions before taking any action. bl gl 3t B @ ezl

10- | hereby acknowledge that | am fully responsible )
for taking all necessary action to prevent any 28K 3Ll e 2Ll Aoy ull Jams e 48LasY) sdn o gey 331,10
damage to KSU as a result from the loss or o UL by 3l 18 5m (6T pik AU pyloily lel o)
damage of my personal f or information that may T . e
arise from use KSU facilities and resources, or 0 BAL g bl slaglall ol mllill ol 5l 01aad dms
from sending or receiving any materials through 9 Jly) e Azl ol el A Ll ol Analndl 551509 381, ol et
them. | also pledge to maintain the integrity of this e Ll w01 LS 31515 331,41 sk IS5 (ye 3130 gl pSlil
data and information to ensure that it does not | A | S ] ol 3
compromise the university's systems or negatively Anolzll Belaily uluadl pute oty Loy Slaglally bl Ak
impact its operations or interests. Ledlas of Leldee (e Gl il of

11-1 hereby agree to: il e 3315111
Hold the Confidential Information received from a4t ale 3l . 5 .

X ; : _ Aoy 3Ll el Ay dgae UL Zaaled 2 yudl loglally Lolazsy|
KSU in strict confidence and shall exercise a IR e T ‘HJ _’M ]
reasonable degree of care to prevent disclosure to -op3 LasLad] il 2lall e A
others; W Lo 3 yale a2 oyl JSCi Bpad) Slaglall sLid] pue
Not disclose or divulge either directly or indirectly . . s e
) : ) - . UL Zaals 8yl5) LB e Yol el P
the Confidential Information to others unless first - o ' Bff‘d“'ﬁ‘” ol el o2
authorized to do so by KSU management. 9 Bl Sloglall e plusiul ol ) cloglall Ll Bale] puss
Not reproduce the Confidential Information nor use cgae L daals (3 il lg elol sy (5,8 (Y
this information commercially or for any purpose . o . T . )
. P salels gl UL Lol e 38Me sl e of cdlall s
other than the performance of my duties for KSU. GloTeR pofl gae SR S 1o 2 el e s e
Upon the request or upon termination of my g Al Aaslr (o Cealia slgag Diliasg $iligy llasds ol Slagu,
relationship with KSU, deliver to KSU any UL Zaala biled (el Bzl o A ISy Lala il e 2550 o
drawings, notes, documents, equipment, and R
materials received from KSU or originating from its o
activities for KSU, and | will also commit to the
secure deletion of KSU data. Ao LaS5lie o5 Aazd of 2Ll dwlua laglas 3| Silaglall
: . : : . ¥ ¢ 5 sl glass @ls "ad el J] Ao Ll Ll

Confidential Information: Highly sensitive or . J "A‘ﬁ““s ] ‘?Jf el Relall ol e

valuable information shared with me on a “Need to 31 8Ssles il AU bzl Al ol olally Craloglly utsaradly

Know” basis that pertains in any way to customers,  Aasd ol 38k o elgu cgau ULl Zanl> LB e Byskas

employees and financial programs or strategies, UL el L o5 20l loalall Bl Slealall  sa3

whether it was initially owned by or developed by e L“&G; Sl Slaslall ez Laal Rl Slaslal] s

KSU, both proprietary and personal. Ay Slaglas Lel e 28lasdl sda Bl § Lol slda @l J 252w

12- | hereby acknowledge that | have read KSU Joeall ol Lulpw o3 U8 ol 48l s argay ,31.12

Acceptable Use of Assets Policy, and | pledge to
follow its terms and conditions, as stated, without
exception or amendment.
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13- In accordance with the terms and conditions @ 5,ls)l A8H1g bog, sl il o oL 13,ST a8l sda a3 .13
outlined in paragraphs (1) to (12) above, the o i L o
University will terminate any privileges granted, I Jgso ol 2sdo £ ) dile iy a8 oDl (12) J1 (1) o0 ol yaall
cancel all access to KSU resources and facilities, oo i G5 el 61 elely coga UL Ansla 350509 38100
ano_l ha\_/e the_nght to 'Fake_ any necessary legal 8 Los Lol Asgilall lao¥1 351 el sy cdnolaell i
action, including terminating employment or any - o ) o
other procedure it deems appropriate in Le=ilal Lnalasd (B9 dwlia Lalys (531 las gl of deusl ele) 2l
accordance with its approved rules and iezall
regulations.

14-1 understand and accept that KSU has the right to & 35! agae AL Aaaleed o ey L3 Y1 s gay 381519 531 .14
process and transfer any personal information, i id] Ll ll 8 Lo it il el L0 Aecllan
including sensitive information that is legitimately T - J‘{ o i Jm_j '
gathered while using its resources and facilities. 3909 38LL oludenl Ll 24g3l8 Adims Leaor oy Asbuum]
Additionally, | am aware that this information may Ja s Jass of o3 48 biladl sda o yols o1 LS Aaaln|
be transferred or stored in the Kingdom of Saudi - . R (Ta = . .

o . . . . 13 Buterall Sluoliwdly AalasI B89 cAungawll 4 yall ST
Arabia in compliance with applicable, authorized >° = 2 2] l
A8l

rules and guidelines.

15- | acknowledge and pledge to fully comply with all
cybersecurity requirements according to KSU-
approved policies, procedures, and controls as Losg agaw Ll daale 3 Buerall Lylgunlly clel ¥l coluwloud)
well as organizational instructions approved by the LAl 1 § aadass cleslad (o Zuazill Azl oy Lo o 33135
relevant authority

oy ileed) ¥l ilidlaze 23180 JolSI1 Jlize¥ly 500l 531,15

16- This Agreement has been drawn up in two original Ol e Boead S Jordiy contslinl O on 2dlardl a0 2> 16

copies, each copy containing the Arabic text and J> @9 Lezser deall e )b IS @lud udy cgilmidly (sl
the English text, and each party shall take one 12 ] VS O3 comaitt] o sl 3 8Dls of Lala ol sg2s
copy to act upon it. In the event of a conflict L et . T

between the Arabic text and the English text, the =13 Lol ialy AL 02 00 394asl] ”a”f‘ iz Loy iy 4
authenticity of the text will be equal. In support of Jib oo ABLasdl sda audes @3 wdd (puas W Glily. Asilall dml|
the foregoing, this memorandum was signed on Lgoie & oniaedl Elalls asall 3 ot

the day and year indicated in its introduction.
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ACKNOWLEDGEMENT: :y1,3]
| have read and agree to the King Saud University i ' L o
Cybersecurity Agreement. Sgoliiienais il galta ot de chhh el
Employee Name: als ol el
EITnPllt?gr?e Mobile il Jls> by
Employee ID: 1 add gl 03,11
Department Name: I3\ EY (W
Date (DD/MM/YYYY): gkl
Signature: g

:ddasdHle

sda 2lJ3 209 ylelle ¥LaiVlg Cwledl 381109 9w ULl Anals 4S5 (“'&-‘3—""’ JuB g Ll danls gnjaj.a s JB cpe ABlasyl oda 283 oy
éﬁb.n J! J}@}.U)jjl\ wj ‘AM p—w‘ hl_l.k.‘ Baoliall Ls‘;‘).‘g-?‘ &L‘J‘ <L§.Lc [ TIFRTE B g Eta.AL'> A)‘}Aj ‘_§3|).A J! J};a}_“ &> ‘AM‘ @d Y @La.?‘z"

gas Ml Anals 3ylga9

NOTE:

This agreement must be signed by all King Saud University (KSU) employees prior to being granted access to the
University’s network, computing, and communication facilities and resources. However, the signing of this
agreement does not, in itself, confer access rights. Users must still follow the standard procedures for requesting
user INs and nasswards in arder to abtain authaorized access to KSUI's facilities and resotirces.

ey o il ad) 5300 aladl 3,151
h&n n 1ISO/IEC 27001 62022J
Compliance@ksu.edu.sa@
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MNational Cybersecurity Authority
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