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EMAIL USAGE POLICY COMPLIANCE AGREEMENT
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In view of my authorization by King Saud
University to use its official email,

| hereby acknowledge and undertake to
fully comply with all rules and conditions for
using the email as stipulated in paragraphs
(1) to (17), to maintain the confidentiality of
my login credentials, and not to misuse the
privileges granted to me.

| accept full legal responsibility for any
violation of the aforementioned rules.
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1- The use of the University email shall be
limited to official purposes related to the
work and duties of King Saud University,
and shall be in accordance with the ooyl (21,281 (e el ig AT sl il yuazay -1
approved regulations and instructions. Lalai¥) pe (38153 Lasg co9ae Ll Zaala aleag Jlocl ALl
Sueiall alegdaily
e | undertake to comply with the proper and o ) N
authorized use of the University email and el oS aanll ollasl plass il o @
not to use it for any unauthorized purposes, Gy iy cle primn a2 a2 gF dolusiul ey
in accordance with the regulations and gae U Zaals (3 Buetal) cledazlly dalas¥)
instructions approved by King Saud
University.
2- | undertake not to use the University email
in any manner that conflicts with Islamic
values, public morals, or professional
conduct within the University environment.
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e Not sending, sharing, or circulating any g Lo LN IS it
content that violates Islamic values or Lol all Calline Soime gl Jols of Jluwy) pic @
public morals. ERRINRRTIN
e Refraining from publishing or I . _—
exchanging any messages or et 28 2labin 5l iy gl ol sl S e pliasdl @
attachments that may harm or Aasladl Jo s gl dsbadt )
undermine professional conduct within Laalel Zaase e Ladlomy Loy i ASIYI sl plaseind @
the UniverSity. 51 Jeall 2y § wsllall é),\_,;m Cloladl uSans
e Using the University email in a manner ) ) e u\'ﬂ
that preserves the University’'s B
reputation and reflects the ethical
conduct required in the work or
academic environment.
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3- I undertake not to attempt any unauthorized
access to the accounts of others or to use
any privileges that are not assigned to me.
This includes, but is not limited to, the
following commitments:

« Not attempting to access email accounts or
systems belonging to other users without
official authorization.

« Refraining from using any technical
privileges, permissions, or tools that have
not been granted to me.

e Complying with the obligation to maintain
the confidentiality of other users’ account
information and not exploiting it for any
purpose.
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4- | undertake not to share my login
credentials or allow any other person to use my
account under any circumstances. This includes,
but is not limited to, the following obligations:

e Not disclosing my password or any login
information to any party.

e Granting two-factor authentication (2FA)
access to any third party is strictly
prohibited.

e Not permitting any other person to access
my email account or any system
associated with my account.

e Maintaining the confidentiality of my login
credentials and assuming full responsibility
for any activity conducted through my
account.

ol f\.\.zi.wluayida:xjuéiwidji J}&-QQULHRSJLZA poe -4
1k Lo p NI S pegntig ()b gﬁi S

iyl ¥ Josll cleglas of 5ol Al ellac) pue @

3Tl (Y (2FA) Sl gaxdl 4oMo e pue @

&9l oA gy Jl ol 53T paeds Y zlewll e @
clumy laiye pllas

& o alalSI Aozl Loy Josad) bl Ay he Lilax)l @
Glues I (0 oy plseiwl

5- | undertake not to execute, distribute, or
publish any content or attachments that may
pose a threat to the security of systems or the
integrity of the University network, and to
comply with the obligation to safeguard the
University’s technical resources and protect
them from any damage or security threats.
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6- | undertake to use the University email in a
manner that preserves the reputation of King
Saud University and does not cause any material
or moral harm, disrupt University systems, or
negatively affect the efficiency and continuity of its
technical services.

e | accept full regulatory responsibility for
any improper use that may result in harm
to the University or its systems.
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7- | undertake not to claim or act on behalf of
King Saud University, any of its units, or its
affiliates without obtaining prior official
authorization. This includes, but is not limited to,

the following obligations: o0 1ol s Ll Analer ks Byaill ol eles¥l puay sail =7
(s oy (945 e Jguazdl 093 Lpguado ol Llasg
e Notissuing any messages or content in the s Log Y1 3 (pasatag
name of the University or any of its units
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e Refraining from signing any documents or - - o
correspondence on behalf of the University e 03 092
or its affiliates without the duly authorized ol Aaaladl oy Sslyo o s (5T auBys e plinedl @
delegation. 4 pall Gagatll (093 Lpgude
e Not making any statements, 5y3lio Lels (97 U8 il of wldle) o Sl s g qutds pte @
announcements, or declarations that may i o
imply they are issued by the University or gy 21585 O Lsganda > gl Baslall o0
any of its affiliates without official oy o lgilly Jatell Baazall) dpese Il lgially Jo SO o101 @
authorization. el
e Fully complying with the officially approved
channels for representation and
communication on behalf of the University.
8-1 undertake not to access, view, or handle the
data or correspondence of others in any manner Lo dolazll gl e, 381 Dl o of il (e gAY aay sl -8

without obtaining official authorization or having
an approved and lawful justification, and to
comply with the obligation to protect the
confidentiality of information and respect the
privacy of all users of the University’s systems.
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9- | undertake not to use the official email to send
any unauthorized messages, including repetitive
or unsolicited emails, or any misleading or
offensive content. | accept full responsibility for
any regulatory consequences resulting from any
violation of this commitment, in accordance with
the applicable systems and policies of the
University.
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10- | acknowledge under this Agreement that |
bear full responsibility for all activities conducted
through my King Saud University email account
and undertake to maintain the confidentiality of
my login credentials, not sharing them with any
other party. | further commit to taking all
necessary measures to protect the data and
information associated with the use of the official
email, preventing any loss, damage, or misuse. |
accept responsibility for any harm or loss that may
result to the University as a consequence of non-
compliance, without prejudice to its systems or
negatively affecting its operations or interests.
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11- | hereby agree to

To use the official email of King Saud University
in a lawful manner and strictly within the scope of
my duties and responsibilities, and to fully
maintain the confidentiality and security of all
correspondence and information exchanged
through it, preventing any unauthorized disclosure
or access.

Not to reproduce, copy, or use any confidential
information, attachments, or email data for any
purpose outside the scope of my work at the
University, nor to share such information with any
party without prior authorization from the
competent authority.

To comply with the University’s cybersecurity
procedures, protect my login credentials, and
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immediately cease using the University email
upon the termination of my affiliation with the
University, and to return, delete, or securely
dispose of all messages, attachments, and data.
Not to reproduce confidential information or use
such information for commercial purposes or for

any purpose other than the performance of my
duties at King Saud University.

Confidential Information: Confidential
Information refers to highly sensitive or valuable
information shared with me on a “need-to-know”
basis and relating in any manner to beneficiaries,
employees, programs, or financial strategies,
whether owned by or developed by King Saud
University, whether proprietary or personal.

Confidential Information also includes all
information disclosed to me by King Saud
University that is identified or referred to in the
context of this Agreement as confidential
information.
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12-In accordance with the terms and conditions
outlined in paragraphs (1) to (11) above, the
University will terminate any privileges
granted, cancel all access to KSU resources
and facilities, and have the right to take any
necessary legal action, including terminating
employment or any other procedure it deems
appropriate in accordance with its approved
rules and regulations.
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13- This document shall be considered an official
and binding reference for all users of the
University email at King Saud University, and all
users are required to comply with its provisions.
The University reserves the right to amend or
update these regulations whenever deemed
necessary in accordance with the approved
systems and policies. Any such amendments
shall become effective immediately upon official
approval and publication. Any violation of these
regulations may result in the implementation of
appropriate disciplinary actions, including the
suspension or termination of the account, in
addition to legal liability in accordance with
applicable laws and regulations.
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14-1 acknowledge and pledge to fully comply with
all cybersecurity requirements according to KSU-
approved policies, procedures, and controls as
well as organizational instructions approved by
the relevant authority.
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15- This Agreement has been drawn up in two
original copies, each copy containing the
Arabic text and the English text, and each
party shall take one copy to act upon it. In the
event of a conflict between the Arabic text and
the English text, the authenticity of the text will
be equal. In support of the foregoing, this
memorandum was signed on the day and year
indicated in its introduction.
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ACKNOWLEDGEMENT:

| hereby fully comply with King Saud University's email
usage regulations, to maintain the confidentiality of
information, and not to use the email for any unofficial
purposes or in violation of the approved policies.
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NOTE:
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This agreement must be signed by all King Saud University (KSU) student and employees prior to being granted
access to the University’s network, computing, and communication facilities and resources. However, the signing
of this agreement does not, in itself, confer access rights. Users must still follow the standard procedures for
requesting user IDs and passwords in order to obtain authorized access to KSU’s facilities and resources.
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