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In consideration of being authorized by to use and
access KSU’s network, computing and
communications facilities and resources (hereinafter
referred to as “KSU facilities and resources”), | hereby
agree to comply with all conditions set forth in
paragraphs (1) through (16) below:
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1- The facilities and resources of KSU may only be
used and accessed for authorized goals and
activities as well as for the university's official
purposes.

e Utilize KSU technical resources in an ethical and
legal as well as cost-effective way in the
university's best interests.

¢ | will not attempt to use or access any of KSU’s
technical resources or data for which | do not
have authorized permission.
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2- | will use the password, or any authentication
means assigned to me, only for university-
authorized purposes. | will protect my password
and means of authentication from unauthorized
disclosure or access.

e | will change my password in accordance with
university policy, ensuring it is strong and not
easily guessed.

¢ | will not share my password with anyone, or
write it down, or store it electronically (without
strong encryption).

¢ | will take all necessary precautions to prevent
others from using my account or access
credentials. such as username, password.

¢ | am obligated to immediately report any
confirmed or suspected breach of my password
or means of authentication to the university's
Cybersecurity Department.
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3- | hereby acknowledge that all data | store or input
into university systems, all messages or
communications | send or receive, and all facilities prezs oz Lol G LI 3] of Lissinns a8l Q) biled! e oL 31 .3
and resources provided by King Saud University . - T . .

. : I909 39100 J] A8LSYL (L lidiu 3 Y Las¥l ol Bl )
(KSU) are the property of the university. | am lpe9 32le dJ AL Ledednal 51 L“L"f“?j ) Lasdl sl dibe]
aware that | shouldn't anticipate having any Lo guasdl adss ] 3o Wy Anolll Ko vad cogau cllll daslr
privacy'rights in this sitge_ttio_n, esp_eciglly if there is iy 3 i ol gl Bl 5989 Il § sl (el
a security breach or official investigation. I R n LSS e
e | further acknowledge that all access to the i Bralall olsas 331 d 5o all mliles puer 0L 3
university's resources and facilities is recorded, G ¥lail Laxlio ol bl ie; Aaalndl 255 O (e (381919 Llizmud
and I hgreby consent to the university bl Logy Ly NI Glesal by 6T § glaiils
monitoring or reviewing my communications Ll
and activities at any time to ensure compliance Bueral
with its established policies and regulations. FY¥laily aladil 4d g Jazends Analll pas of e 38lsly @
e lagree that the_ University will record_ an_d et el Lokl AT (pang Las el sy AT
monitor my activities and e-communications to ] - .
ensure that I'm following its approved policies. Lozl dalasl plusiwly 545 U8 sga clll dasl> oLy L3 LS @
¢ | also acknowledge that KSA may use security pia o2, g i ASIYT wanlly Lo lidl Gylasd | Hlua Jie
systems, such as an email firewall, to prevent U Lo 1 st a3 Lo L2 T35 1l il ol il
the use of inappropriate or offensive language, sk dl g5 43 o ? et )
which may result in blocking or delaying Azl e g (ALYl jany 45U
communications when necessary.

4- | pledge to protect university information and deal o o ) .
with it strictly in compliance with the approved and el ol 8 Leas Jalailis daslall Sloslas rar Bl wiail 4
nlotdcopy otrtdistrilialytﬁ it. Ij_xc?pt as au'gh?rizedt,_ I Gl adS ol i admy a0l 4y zian 9o Loy W] Leasied of Lideudy
pledge not to publish or disclose any information H iyes damils 250d ol e of Gaeladl st oile
related to the university or its operations on any d 092 N “‘"5 "lfL‘"‘ ? el - c o o
external network without obtaining prior official i lad) Gl Aoladl 851531 (10 Ah1sng Auosey 228150 e
approval from the General Administration of
Cybersecurity.

5- | pledge not to publish or share any information or
data that violates the Kingdom of Saudi Arabia,
laws and regulations by any means, whether sl Aalasl Callis bl of Sloslan 61 385w of Jdd pumy agail D
physical, verbal, or electronic. | acknowledge that S . . i i
this commitment will remain in effect even after the Bhd 9l Apolo els e 2l Al gl 2y Apapaadl 2pall ASLe
termination of my service. | hereby acknowledge Sl geds el@l amy o bylae Jlsy ol 1 oL 81 459 780) o
that | have read and am fully aware of all _ ells At e Aakaill clpmsilly wilslll 256 e alall £3L
regulations, directives, and policies relevant to this - ] P T
document, and | comply with them. | understand UalS Aozl Jazesly Ligild pila 5L3Y1 e Of o bl L JalS]]
that this declaration is legally binding, and | accept plaiS L Jgeall AalasBU Ladg Lole 25 ALl Ci8lgally 2allis 6T e
full responsibility for any violation, along with its Slaslally 55650 45 clsie allasg Alestall @l 2ndlSa
legal consequences, in accordance with the : .
regulations of the Anti-Cybercrime Law, the Lelasdly 2l
Information Law, and the Penalties for Publishing
and Disclosing Confidential Documents.

Page 2 of 6

V2.0




('i_o_ou

ag21E)loll s
King Saud University

oM—sul ¢ oiUa_olelId glayl

6- | fully comply with all applicable laws and
regulations in the Kingdom of Saudi Arabia. | also
pledge to refrain from using the university's
facilities and resources, including networks,
systems, and devices, to access, process, store,
send, or receive any content or information that
the system classifies as illegal. It includes, but is
not limited to:

e Pornographic or immoral material.

e Material that promotes intellectual extremism,
terrorism, violence, or hatred.

e Material that includes defamation, slander,
abuse, or threats to others

e any other material that violates the regulations
of the law in the Kingdom of Saudi Arabia.
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7- Itis strictly prohibited to use university resources
for any of the following activities:

e Attempt unauthorized access to any systems,
data, devices, or networks, whether belonging
to the university or to any external entity.

e Engage in cyber hacking activities or attempt to
breach information security procedures.

e spread or transmit malware, such as viruses
and spyware, intentionally or accidentally

e Engage in any other disruptive behavior aimed
at damaging the technical infrastructure or
disabling its services.

e | will not install, download, or use any software,
applications, or tools on KSU devices that are
not explicitly authorized by the university's IT
department. | will not attempt to breach any
security controls implemented by the
university.

| acknowledge that any breach of these obligations
represents a violation of the university’s policies and
exposes me to disciplinary and legal accountability.
Additionally, | acknowledge full legal responsibility for
any choices or actions made in compliance with
relevant authorities.
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8- | pledge not to use KSU facilities and resources in
any way for unauthorized access or to cause
damage to KSU software ,data ,hardware ,or
systems .1 also pledge to use only procedures
officially approved or authorized by the university
to ensure protection from any viruses or malicious
code that may affect KSU facilities and resources
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9- | pledge not to contact or use any unauthorized Le e pe Jlasl 3L8 of Al 6T plusil of Jlas¥l aamy a1l .9
means or communication channel during my use of s L3 e Ll Zaalo 351505 3311 oliuiel 358 IS
KSU facilities and resources, in accordance with o o S
the university's approved policies and instruction. If il gsias pe J> B9 Suaiall dnslall nlaldyly bl
| have any inquiries about how to use or access ezl 31509 33150 ] Jgwosdl ol plasialy Blazy Lagd @uledd!
university resources and facilities, | pledge to e Jsmoeld Aasloell & Auial) 3153 51 Al pn ol s
contact the relevant department or entity to get prior T RN
instructions before taking any action. bl gl 3! B o ezl

10- | hereby acknowledge that | am fully responsible )
for taking all necessary action to prevent any 2K 3Ll e 2Ll Aoy ull Jams e 48LasY) odn gy 331,10
damage to KSU as a result from the loss or o UL by 3l 18 5m (6T pik AU gyl el
damage of my personal f or information that may N C T
arise from use KSU facilities and resources, or o AL« dalall Slaglald ol DLl b ol 120 Amsls
from sending or receiving any materials through 9 Jly) e Azl ol el A Ll ol Analndl 551509 381, ol e
':jhem. | also pledge to maintain the integrity of this e Ll w1 LS 31515 331,41 sk IS5 (ye slse gl Dbl

ata and information to ensure that it does not | A S ] ol 3
compromise the university's systems or negatively Anolall Belaily bl oot oty Loy Slaglally Sl 2y 2adls
impact its operations or interests. Ledlas of Leldee (e Gl il of

11-1 hereby agree to: il e 3315111
Hold the Confidential Information received from a4t ale 3l . 5 .

X ; : _ Aoy 3Lle Aels A yaay dgaus U Zaslad Ayl Sloglally Lozl
KSU in strict confidence and shall exercise a IR e T ‘HJ _’M ]
reasonable degree of care to prevent disclosure to -op3 LasLad] il 2lall e A
others; ol o3 il s ol iilee S Bl iloglall sLid) aue
Not disclose or divulge either directly or indirectly . . .

) : ) : . CULI Zaal 8yl5) JuB ¢yo Fol iy it
the Confidential Information to others unless first - e e °f_°‘d“‘_°'°‘ 7 =
authorized to do so by KSU management. 31 Bl wlaglalloda plusiwl of 2yull Sloglall z L) Bole] pue
Not reproduce the Confidential Information nor use g UL daals (8 Gilislg elol Casy (o,8 (Y
this information commercially or for any purpose - o ] T . )

) P 3alels gl UL Lol e 38Me sl@) e of cllall s

other than the performance of my duties for KSU. 1 3alcks sl aga MLl Aaale o gle sl e ol llal e
Upon the request or upon termination of my | | s HllllZasle oo Zeclu slgag Soliasy Gilisy wllasde ol Slas
relationship with KSU, deliver to KSU any UL Zaale biled (el Bzl 2 ISy Lala dil e 2550 o
drawings, notes, documents, equipment, and R
materials received from KSU or originating from its o
activities for KSU, and | will also commit to the
secure deletion of KSU data. Ao LaS5lie 05 Aazd of 2Ll Aslua laglas 3| Cilaglall

. . . . . &N 5 b 3laxs @y "aa,all J) Al el

Confidential Information: Highly sensitive or - J “’A"&wd ‘"9]5‘ el el bl e

valuable information shared with me on a “Need to 9 &Sslan il AU Sl ] ol maladly cnaloslly Gaaraial s

Know” basis that pertains in any way to customers, s Aased ol 380 il elgw 3gaw ULl daals Jid (e Byskan

employees and financial programs or strategies, UL el L o5 20l loalall Bl Slealall  sa3

whether it was initially owned by or developed by e L“&G; Sl Slaslall ez Laal Bl Slaslall s

KSU, both proprietary and personal. Ay Slaglas Lel e 28lasdl sda Bl @ Lol slda @y J 252w

12- | hereby acknowledge that | have read KSU Joeall ol Lulpw o3 U8 ol 4851 s argay ,31.12

Acceptable Use of Assets Policy, and | pledge to
follow its terms and conditions, as stated, without
exception or amendment.
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13- In accordance with the terms and conditions @ Blsll A8H1g Log, sl il o oL 13,ST aa bl sda a3 .13
outlined in paragraphs (1) to (12) above, the o i L oL
University will terminate any privileges granted, I Jgso ol 2sdo £ ) dile sty a8 oDt (12) U1 (1) o0 ol yaall
cancel all access to KSU resources and facilities, e mih 531 Sliliel (6l slely cogae ULl Zaal 31509 3815
ano_l ha\_/e the_nght to 'Fake_ any necessary legal 8 Loy el A gilall oo 1 SUsl Amaliel] Jyies Eolael L
action, including terminating employment or any - o ) o
other procedure it deems appropriate in Lexilsds Lralasd Ladg duulin Lalys (5)51 mlas gl ol Aausdl ele] <l
accordance with its approved rules and azall
regulations.

14-1 understand and accept that KSU has the right to 3 32 sga Sl Aaalad o e L8V 1da o gay 381919 331 .14
process and transfer any personal information, L 1 B! el 3 Lo it il ol a5 dadlas
including sensitive information that is legitimately T - °‘3; o i d‘”_j '
gathered while using its resources and facilities. 3909 38LL oludenl el 24g3l8 Adims Leaor oy Asluum]
Additionally, | am aware that this information may Ja1s Jasd of o3ses a8 Sbiledl o o 2yl nedl LS Aaslael!
be transferred or stored in the Kingdom of Saudi - . R (Ta = . .

o . . . . 13 Bterall Sluoliwdly AalasI 589 cAungawll 4 yall ASIL)
Arabia in compliance with applicable, authorized >° = 2 2] -l
A8l

rules and guidelines.

15- | acknowledge and pledge to fully comply with all
cybersecurity requirements according to KSU-
approved policies, procedures, and controls as Loy cagas Ll danl> § Baerall Ioylgintly olel 2 ¥y olulwdd
well as organizational instructions approved by the LA 1 8 Taadass cileslad (o Rumiill Azl oy Lo o 33155
relevant authority .

(Eag Liled) (¥l ilidlaze 23180 JolSI1 Jlize¥ly a5l 531,15

16- This Agreement has been drawn up in two original oraddl e Bad S Jaiddy «onteliol cnisud oo 28las¥l s o> . 16

copies, each copy containing the Arabic text and J> @9 Lezser deall i )b IS @lud udy (gl (pall
the English text, and each party shall take one 12 ] VS 03 comait] o il 3 Dls | of Lala ol sg2s
copy to act upon it. In the event of a conflict L et . T

between the Arabic text and the English text, the =13 Led gty RS 02 00 29103l "a’fﬂ iz Loy iy 4
authenticity of the text will be equal. In support of JiB e ALYl sda aBes @3 uad auds U Bldly L ausslall dxxl
the foregoing, this memorandum was signed on Lgoie & oniaedl Elalls asall 3 ot

the day and year indicated in its introduction.
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ACKNOWLEDGEMENT: 3l,3]
| have read and agree to the King Saud University i ) N I
Cybersecurity Agreement. gl dnalzy et 2t g gt Sib T
Employee Name: N PO
Empl Mobil - .
Sbloyee Mobile ST
Employee ID: EA=PU PN
Department Name: 131 0¥ ! oo
Date (DD/MM/YYYY): !
Signature: sudga|
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NOTE:

This agreement must be signed by all King Saud University (KSU) employees prior to being granted access to the
University’s network, computing, and communication facilities and resources. However, the signing of this
agreement does not, in itself, confer access rights. Users must still follow the standard procedures for requesting
user IDs and passwords in order to obtain authorized access to KSU’s facilities and resources.

Pt

150fIEC 27001

I”l-'-"ﬂl roljUllg dosgll Gy 45 IR =
'h'sﬁr‘ 62022+”
PP —— compliance@ksu.edu.sa@

il §—odl

King Saud University

l—uully oiiaolelig lagl

Page 6 of 6 WERVRNES WY V2.0



